Zatqcznik nr 5 do dokumentacji programowej

KARTA PRZEDMIOTU

I Dane podstawowe

Nazwa przedmiotu Ochrona danych

Nazwa przedmiotu w jezyku angielskim Data protection

Kierunek studiéw Informatyka w j. angielskim
Poziom studiéw (I, Il, jednolite magisterskie) I

Forma studidw (stacjonarne, niestacjonarne) stacjonarne

Dyscyplina Informatyka

Jezyk wyktadowy angielski

Koordynator przedmiotu/osoba odpowiedzialna | dr Viktor Melnyk prof. KUL

Forma zaje¢ (katalog Liczba godzin semestr Punkty ECTS
zamkniety ze stownika)

wyktad 30 3 5

konwersatorium

¢wiczenia

laboratorium 30 3

warsztaty

seminarium

proseminarium

lektorat

praktyki

zajecia terenowe

pracownia dyplomowa

translatorium

wizyta studyjna

Wymagania wstepne | W1 - knowledge of informatics covered by the high school program.
W2 - basic knowledge of discreet and modular arithmetic.
W3 - good computer skills.

Il. Cele ksztatcenia dla przedmiotu

C1 - to familiarize students with the up-to-date principles, techniques, and algorithms of interest in
cryptographic practice with emphasis placed on those aspects which are most practical and applied.

C2 - to present specific security solutions used in modern computer and telecommunication systems
and networks.
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Efekty uczenia sie dla przedmiotu wraz z odniesieniem do efektéw kierunkowych

. . Odniesienie do
Symbol Opis efektu przedmiotowego efektu kierunkowego
WIEDZA

W_o01 Theoretical knowledge of information security goals, principles | K W01 K W02
and application aspects K W07 K W09

W_02 Theoretical knowledge of cryptographic primitives and K W01 K W02
algorithms to provide basic security goals K W07 K W09

W_03 The student knows the principles of operation of symmetric K W01 K W02
encryption algorithms, both stream and block ciphers K W07 K W09

W_04 The student knows the principles of operation of asymmetric K W01 K W02
encryption algorithms K W07 K W09

W_05 The student knows the principles of operation hashing K W01 K W02
algorithms and functions K W07 K W09

W_06 The student has knowledge of the digital signature algorithms. K W01 K W02
The student understands and can estimate the characteristics of K W07 K W09
cryptographic algorithms implementation in both software and
hardware.

UMIEJETNOSCI

u_o1 Ability to use specific technical measures to manage risks when | K U01 K U02
processing personal data like: encryption, secure digital storage, | K U03 K U04
back up data, secure digital communications, secure physical K U05K U19
environment, secure disposal of data.

u_02 Ability to carry out risk analysis and threat modelling K U01 K U02

K U04 K UO05

u_03 Ability to apply models and guidelines for development of K U01 K U02
secure software applications

u_o4 Ability to identify and use APIs for encryption and K U04 K U05
authentication for web applications K U19

KOMPETENCIJE SPOtECZNE

K_01 Skillfully solve complex problems with which they can meetin | K K01 K K03
life, using the known data protection principles, objectively K K04 K K08
assessing the results K K10

K_02 Follow ethical standards applicable in the IT industry. K K06 K K07

K_03 Work efficiently, in teams and individually, skillfully assessing | K K02 K K03
priorities in the implementation of the project K K04 K KO05

K K08
V. Opis przedmiotu/ tresci programowe

1. Introduction to Cryptography and Data Security

2. Symmetric Cryptography

3. Stream Ciphers

4. Block Ciphers

5. Public-Key Cryptography

6. The RSA Cryptosystem

7. Elliptic Curve Cryptosystems

8. Digital Signatures

9. Hash Functions

10. Message Authentication Codes
11. Key Establishment
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V. Metody realizacji i weryfikacji efektow uczenia sie
Symbol Metody dydaktyczne Metody weryfikacji Sposoby dokumentacji
efektu (lista wyboru) (lista wyboru) (lista wyboru)
WIEDZA

W_01, Conventional lecture Exam / Written test Evaluated test / written

W_02 test

W_03, Conventional lecture, Exam / Written test, Evaluated test / written

W_04, Test of practical skills, test, Rating card / Protocol

W_05, / report printout/ report

W 06 file

UMIEJETNOSCI

uU_01- Laboratory classes, Test of practical skills, Rating card

U_04 Practical classes Protocol / report printout/
report file

KOMPETENCJE SPOLECZNE

K_01, Laboratory classes Exam / Written test, Evaluated test / written

K_02 Test of practical skills, test, Rating card /
Protocol / report printout/
report file

K_03 Laboratory classes Test of practical skills, Rating card
Protocol / report printout/
report file

VI. Kryteria oceny, wagi...

The final assessment (for those who passed the classes) consists in conducting a test of the knowledge
provided during the lectures. The exam grade is formed on the basis of two components:

70 % - written answers to test tasks and oral answers in case of doubt,

30% - the grade obtained from the classes.

A grading scale is given below:
90 — 100% - very good (5.0),
80 —89% - good plus (4.5),
70 —79% - good (4.0),
60 — 69% - satisfactory plus (3.5),
50 — 59% - satisfactory (3.0),
Less than 50% - unsatisfactory (2.0).
Detailed assessment rules are given to students with each subject edition.
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VII. Obciazenie praca studenta
Forma aktywnosci studenta Liczba godzin
Liczba godzin kontaktowych z nauczycielem 90
Liczba godzin indywidualnej pracy studenta 60

VIII. Literatura

Literatura podstawowa
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